
 

 

MAITLAND PENSION SERVICES LIMITED PRIVACY NOTICE  

The General Data Protection Regulation ‘GDPR’ came into force across EU member states on 25 May 

2018. As Maitland Pension Services Limited offers services into the European Union, where they 

process personal data of data subjects resident in the European Union the GDPR applies to them in 

addition to local law regarding the protection of personal data. Please refer to this statement to better 

understand our processing of your data. 

The Protection of Personal Information Act ‘POPIA’ commenced on 1 July 2020 in South Africa. If you 
are a natural person resident in South Africa or a Juristic Person resident in South Africa contracting 
and/or connected to an entity contracting with us, this notice may apply to you. 

1. INTRODUCTION 

Confidentiality is intrinsic to Maitland’s business and we take data protection very seriously. This 

document sets out how we process your personal data to give you transparency. It also informs 

you of your rights regarding your personal data. 

2. GENERAL DATA PROTECTION REGULATION ‘GDPR’ 

The European General Data Protection Regulation 2016/679 (the “GDPR”) effective 25 May 

2018 applies across the European Union (the “Union”) and is also applicable to controllers and/or 

processors outside the Union where goods or services are offered to data subjects in the Union. 

3. WHAT IS PERSONAL DATA AND PROCESSING AS DEFINED IN THE GDPR?  

3.1 Personal data is information relating to a living individual (or a Juristic Person for the purposes of 

POPIA) who can be identified from that data or data that makes you identifiable. Settlors, 

Protectors, Beneficiaries (minors and adults), Directors, Trustees, Protectors, Politically Exposed 

Persons and their families and associates, Controlling Persons of Entities, Business contacts, 

Staff (current and former),  Suppliers, and associates, employees and consultants of client 

entities are all included where they are natural living persons (data on corporates are excluded 

from the definition of personal data under the GDPR but personal data of natural living persons 

connected to those corporate persons, e.g. personal data for directors, are included in the 

definition of personal data).  

3.2 When we collect, store, use in any way for any purpose or delete your personal data we are 

processing it. 

3.3 Personal data includes, among other data, your name(s), address(es), email address(es), 

telephone number(s), bank account number(s), and passport number(s). 

4. DATA CONTROLLER 

4.1 Maitland Pension Services Limited is the Data Controller of your Personal Data.  When POPIA 

applies to your personal data we are also the Responsible Party. The Data Controller / 

Responsible Party is responsible for ensuring that your personal data is processed in compliance 

with data protection laws and to provide you with this privacy notice. If you have any questions or 

concerns about personal data or this privacy policy or you wish to make a complaint about how 

 

https://www.maitlandgroup.com/about-us/governance/gdpr-compliance/
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we have processed your personal data, or you wish to exercise any of your rights as a data 

subject please contact the Data Controller / Responsible Party by email at 

dataprotection@maitlandgroup.com or by post at the following address: 

Maitland Pension Services Limited  

Falcon Cliff 

Palace Road 

Douglas 

Isle of Man 

IM2 4LB 

4.2 Should you prefer to write to an office within Europe you may write to our Luxembourg office: 

Maitland Group 

58, rue Charles Martel 

L-2134 

Luxembourg 

4.3 Alternatively please feel free to discuss with your key account manager. 

5. WHY DO WE PROCESS YOUR DATA?  

5.1 If you are a natural person (or a Juristic Person when POPIA applies) who is a client of Maitland, 

directly or indirectly – for example as a shareholder or a director or officer of a corporate entity to 

which we provide regulated services in the Isle of Man or a Member or Beneficiary of a Trust or 

Pension Scheme for which we provide services or a related party or advisor then we will collect 

and use your data to enable us to meet our contractual obligations. 

5.2 We also have regulatory obligations, including compliance with anti-money laundering 

regulations which necessitate processing of your personal data. 

5.3 Depending on the services you require of us we process your personal data:  

5.3.1 To perform due diligence and comply with regulatory obligations (including anti money 

laundering legislation);  

5.3.2 To perform our client take on process and client reviews; 

5.3.3 To establish and register a trust;  

5.3.4 To administer a trust generally (the activities we undertake can be very broad and range 

from property and/or staff management to regulatory filings); 

5.3.5 To appoint and distribute funds to beneficiaries; 

5.3.6 Keeping documents (e.g. wills) in safe custody; 

5.3.7 To make payments and investments; 

5.3.8 In the creation of loan agreements; 

5.3.9 To raise and send invoices;  

5.3.10 At termination of any relationship involving a data subject;  

5.3.11 To conduct internal reviews and compile internal reports; 
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5.3.12 For internal administration such as time recording against the client name or scanning 

and saving of documentation; 

5.3.13 For record keeping purposes; 

5.3.14 To generate reports for you (including risk reports); 

5.3.15 In compliance with any request from an auditor, or a regulatory or supervisory body;  

5.3.16 To generate and distribute trust correspondence; 

5.3.17 In the completion of tax returns; 

5.3.18 In the establishment of bank accounts and interaction with banks; 

5.3.19 In the administration of deceased estates; 

5.3.20 To provide information to our investors, banks or other financing institution or in the 

event of any merger, acquisition or divestment in accordance with Maitland Pension 

Services Limited’s legitimate business interests; 

5.3.21 To otherwise fulfill your instructions, provide the advice and assistance that we are 

engaged to provide, service the trust or company or other entity, or comply with our 

obligations. 

5.4 For the avoidance of doubt, you may refuse to provide us with your personal data. In that case, 

we would likely not be able to provide you with our services. 

6. WHAT PERSONAL DATA DO WE COLLECT? 

We may process items of data some of which individually are considered personal data under the 

GDPR or POPIA, others of which may in combination with other data we process make you 

identifiable such as: your name, address, place and date of birth, photograph/ID card/proof of 

identity, proof of address, Tax identification numbers, bank details, signature, contact information, 

social security details, ID/passports and FATCA/CRS details. This may be provided directly by 

you or by your representative such as a lawyer or accountant. We may also collate and hold data 

found from the results of Google or other internet searches and other sources in the public 

domain in the course of our client due diligence and client review process, and in providing the 

services that we are engaged to provide. We generate an internal number specific to you and our 

accounting software will also produce a reference number for you. We process the following 

documents that may also contain your personal data: Trust Deeds, Employment history, bank 

references, register of members, register of directors, financial statements, controlling persons 

list, authorised signatories list, minutes and resolutions.  Information regarding source of funds 

may also contain your personal data. We may also undertake sanction screening, credit and 

fraud checks with third parties and checks to ascertain any convictions, court cases, criminal 

records or proceedings of any person connected with our client, the trust or company or other 

entity. In the course of your dealings with us you may provide further information to us, where we 

seek additional information, all of this information will be kept securely by Maitland Pension 

Services Limited and Maitland Group Companies.  

7. DATA PROVIDED TO THIRD PARTIES 

Maitland’s business and the services you request of us require transfers to many third parties, 

often at your request, and at other times transferring data to a third party is necessary to perform 
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our contract with you (for example if you ask us to open a bank account for a legal entity or 

where other advisors or service providers are engaged) or for Legal/Regulatory reasons, such as 

completion of an Annual Regulatory Report .  A non-exhaustive list of potential transfers include: 

7.1 Collecting and sending documents for external audits of client entities; 

7.2 Collecting and sending documents for external audits of Maitland entities; 

7.3 Publications with regulators; 

7.4 FATCA/CRS filings onto approved external platforms; 

7.5 Sending information to external parties such as notaries and other advisors or service providers 

on behalf of serviced clients; 

7.6 For legitimate business purposes your personal data may be shared with any investor, potential 

investor, acquirer, bank or financial institution investing in or considering investing in Maitland 

Pension Services Limited’s or any of the Maitland Group companies. 

8. SHARING OF AML INFORMATION WITH BANKS CUSTODIANS, BROKERS, ADVISORS, 

AUDITORS OR PORTFOLIO MANAGERS 

Brokers, Banks, Custodians, Advisors, Auditors and Portfolio Managers may require information 

on you for their own due diligence to comply with regulations, we share the information you 

provide to us with them for this purpose. 

9. SUMMARIES OF TRANSFERS 

9.1 The Isle of Man is not in the European Union however the European Commission has 

determined the Isle of Man to have equivalent protections for personal data and therefore has 

granted the Isle of Man (together with Guernsey among others) adequacy status. As a result of 

contracting with Maitland Pension Services Limited your personal data will be processed in the 

Isle of Man. As an entity which offers goods and services into the European Union, where we 

process personal data of data subjects resident in the Union the GDPR applies to us. If we 

process your personal data in South Africa, POPIA will apply to us regarding that processing 

operation. Your personal data may be processed by any of the Maitland offices, inside and 

outside the European Union, there are agreements in place between the Maitland offices to 

protect your data to GDPR compliant standards. Should you require further information please 

contact the data protection officer. 

9.2 Additionally your data may be entered into our accounting and/or billing systems, and our 

document management systems and your data may be processed by our sub-processors 

including our retail investment technology and third party administration solution providers or 

outsourcing technology companies, in such cases, where data is processed outside of the 

European Union, the appropriate safeguards are in place. It may also be provided externally to 

banks, regulators, auditors, advisors (including, but not limited to, legal advisors), supervisory or 

governmental bodies as well as those appointed as directors, shareholders, and/or beneficiaries, 

settlors or protectors to the trust. At your request we will transfer your personal data to a new 

service provider. 
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10. RETENTION AND DESTRUCTION OF PERSONAL DATA  

10.1 Your personal data will be kept securely by Maitland Pension Services Limited. This information 

will be held for a period stated in applicable law and/or for as long as is required to perform our 

contract with you, after which it will be securely destroyed. We may keep it longer where: 

10.1.1 There is litigation or an investigation; 

10.1.2 It may be required to assist with the mitigation of any future tax or regulatory query into 

the transactions or other affairs undertaken by an entity or trust to which we provide 

regulated services, (ensuring that rights and freedoms of our clients, our staff as well as 

Maitland and its Members are safeguarded); 

10.1.3 Further retention is at your request (in which case there may be a charge). 

11. YOUR RIGHTS 

https://www.maitlandgroup.com/about-us/governance/data-protection/your-rights/ 

11.1 We do not use automated decision making which produces legal effects on data subjects. 

11.2 You are entitled to ask for details of any personal information that we hold. This will be provided 

as quickly as possible, but in any event, no later than 30 days after receipt of the request. We will 

not charge for accessing and providing you with the information. At the same time we will remind 

you of your rights which are to: 

11.2.1 Have your data provided in a commonly used electronic format (data portability) when 

the GDPR applies to the processing of your personal data; 

11.2.2 Have inaccuracies corrected; 

11.2.3 Have information erased where we have no overriding reason to retain the data; 

11.2.4 Prevent direct marketing (including in relation to unsolicited electronic communications 

under POPIA); 

11.2.5 Prevent automated decision-making and profiling.  

12. THE CATEGORIES OF PERSONAL DATA WE PROCESS 

12.1 When we do not collect personal data directly from you, we must tell you the categories of 

personal data that we process which we have collected from other sources. We process the 

following categories of your personal data that were not collected directly from you.  

12.1.1 Account numbers: provided by banks 

12.1.2 Internal ID: generated by Maitland for reporting purposes 

12.1.3 Identity/Address and other information from sanctions screening, fraud prevention 

agencies or credit reference agencies. 

12.2 We will notify you should we collect any further data from third parties on you. 

https://www.maitlandgroup.com/about-us/governance/data-protection/your-rights/


 6 

 

13. PRIVACY BREACHES / SECURITY COMPROMISES 

Should a privacy breach or security compromise occur we will notify you directly as soon as 

possible following identification of the breach/compromise. This notification will include: 

13.1 Date of the breach; 

13.2 Description of the breach comprising a general description of what happened, possible 

consequences and, in relation to a Security Compromise, the identity of the unauthorised person 

who may have accessed or acquired the personal information; 

13.3 Description of the information inappropriately accessed, collected, used or disclosed; 

13.4 The steps taken so far to control or reduce the harm; 

13.5 Future steps planned to prevent further privacy breaches; 

13.6 Steps you might consider taking; 

13.7 Contact details of the relevant supervisory body; 

13.8 Our contact details. 

14. COOKIES 

14.1 A cookie is a small element of data that a website can send to your computer’s browser so that 

your computer will be recognised by our website on your return. Cookies contain information that 

is transferred to your computer’s hard drive. Cookies allow our web server to recognise your 

computer on connection to our website in order to help improve your experience when you use 

our website and generally to help us maintain and improve the website for all users. 

14.2 You may refuse to accept cookies by activating the relevant setting on your web browser that 

allows you to control the setting of cookies. However, for optimal use of our website we 

recommend that you do not block the recording of cookies on your computer as it may prevent 

you from accessing certain areas or features of our website. 

15. SECURITY 

We are committed to developing appropriate safeguards to make sure that your personal data is 

kept secure and confidential, and is protected against reasonably anticipated threats to its 

security or integrity, and against unauthorised access or use that might result in substantial harm 

or inconvenience to data subjects. If you would like more information about the steps we are 

taking to secure your personal data please review our Information Security Statement.  

16. SEE ALSO 

16.1 Data Subject Rights 

16.2 Supervisory Bodies 

https://www.maitlandgroup.com/wp-content/uploads/2021/02/Information-Security-Protection-Controls-v1.2-1.pdf
https://www.maitlandgroup.com/about-us/governance/data-protection/your-rights/
http://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
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17. MAITLAND’S PRIVACY POLICY 

For more information on how we use your personal data including how we maintain security, your 

rights to access and correct personal data we hold on you please go to our website and view our 

Data Protection Privacy Policy.  

 
 
Maitland 
April 2021 

 

https://www.maitlandgroup.com/about-us/governance/data-protection/privacy-policy/

